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Abstract

The aim of this article is to analyse the main elements of the emergent system of pre-
emptive surveillance at a global scale and to assess the consequences of such a system 
for the protection of privacy. Firstly, the article will provide an analysis of pre-emptive 
surveillance practices as projected by us and eu law, focusing on the collection and 
exchange of every day passenger data (pnr), financial data (under the tftp 
Programme) and mobile telecommunications data. After this mapping of pre-emptive 
surveillance practices, a critical overview of the impact of these practices on privacy 
will follow. Thereafter, the article will critically evaluate the legal responses that have 
been primarily developed in eu law in order to address the privacy challenges posed 
by pre-emptive surveillance. The aim is to highlight the transformation of the right to 
privacy by judiciaries in Europe in order to counter generalised, massive pre-emptive 
surveillance in the eu, the us and globally.
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1 Introduction

9/11 has proven a catalyst for the transformation of surveillance practices in the 
United States (us). In the post-9/11 landscape, pre-emption is key: the aim is to 
predict the future and to prevent potential terrorist attacks from happening. 
Surveillance thus becomes pre-emptive and generalised. The manner in which 
the 9/11 attacks have occurred focuses the attention of state authorities to data 
stemming from private everyday transactions such as issuing an airline ticket 
or proceeding to a wire transfer. A perceived state of emergency has led to the 
initiation of a series of operations and pieces of legislation aiming to ensure 
the maximum reach of us authorities into everyday personal data. The pur-
pose of the collection and analysis of such data is primarily forward-looking, 
aiming at the identification and prevention of future terrorist threats. The percep-
tion of terrorism as a global threat has led to the externalisation of these practices, 
with the us applying these practices - legally or operationally - extraterritorially. 
The application of this pressure to European Union (eu) countries has raised 
a number of persistent questions with regard to the compatibility of this model 
of pre-emptive surveillance with fundamental rights, and in particular the 
right to privacy. The aim of this article is to analyse the main elements of this 
emergent system of pre-emptive surveillance at a global scale and to assess the 
implication of such a system on privacy. Section 2 is devoted to the analysis of 
pre-emptive surveillance as projected by us and eu law and to an analysis of 
the impact of pre-emptive surveillance on privacy. Section  3 evaluates criti-
cally the legal responses developed primarily in the eu to address the privacy 
challenges posed by pre-emptive surveillance. The article will analyse the 
emphasis on and limits of data protection law and will focus on the transfor-
mation of the right to privacy by judiciaries in Europe in order to counter gen-
eralised, massive pre-emptive surveillance in the eu, the and globally.

2 Pre-emptive Surveillance, Privacy and Globalisation

The reconfiguration of the security landscape in recent years has resulted in 
the transformation of the relationship between the individual and the state.  
A catalyst towards this transformation has been the growing link between 
securitisation and pre-emptive surveillance, and the focus of security gover-
nance on the assessment of risk.1 Central in this context is the emphasis on the 
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future, and the aim of pre-emptive surveillance to identify and predict risk and  
dangerousness.2 The pre-emptive turn in surveillance has been based largely 
upon the collection, processing and exchange of personal data, which has in 
turn been marked by four key features. The first feature concerns the purpose 
of data collection and processing. This is no longer focused solely on data 
related to address the commission of specific, identified criminal offences, but 
rather targets the use of personal data to predict risk and pre-empt future 
activity. The second feature concerns the nature of the data in question: Pre-
emptive surveillance is increasingly taking the form of the collection of per-
sonal data generated by ordinary, everyday life activities. Key examples 
constitute the collection, processing and transfer of personal data on financial 
transactions, airline travel and mobile phone telecommunications. The third 
feature of pre-emptive surveillance concerns the scope of data collection, pro-
cessing and transfer, with the focus on monitoring everyday life resulting in 
generalised and mass surveillance, marked by the collection and storage of 
personal data in bulk. The fourth feature concerns the actors of surveillance, 
with the state increasingly co-opting the private sector in surveillance prac-
tices. This privatisation of surveillance constitutes another example of the 
responsibilisation strategy whereby the private sector is co-opted by the state 
in the fight against crime.3 The deployment of the responsibilisation strategy 
based on the imposition of preventive duties on the private sector has been 
central in the development of new forms of global security governance, includ-
ing the global and European anti-money laundering regime.4 While however 
in the anti-money laundering framework the private sector is called to transfer 
proactively private financial data to the state on the basis of specific suspi-
cions, the privatisation of surveillance entails the collection and transfer of 
personal data without any prior internal risk assessment. Massive quantities of 
every day personal data is thus collected by the private sector for the primary 
purpose of risk assessment of future threats, constituting what de Goede  
has termed ‘speculative security practices’.5 This move towards speculative 
security, under a system of pre-emptive surveillance, poses fundamental chal-
lenges to the rights to private life and data protection, but also more broadly to 



38 Mitsilegas

tilburg law review 20 (2015) 35-57

6 V Mitsilegas, ‘The Value of Privacy in an Era of Security’ (2014) 8 International Political 
Sociology 104–108 (forthcoming).

7 Office for Homeland Security, ‘National Strategy for Homeland Security’ (2002) 21.
8 Title 49 us Code section  44909(c)(3) and title 19 Code of Federal Regulations 

section 122.49b.
9 Department of Homeland Security, Privacy Office, ‘A Report Concerning Passenger Name 

Record Information Derived from Flights between the u.s. and the European Union’ (2008) 
38. For further analysis, see V Mitsilegas, ‘Immigration Control in an Era of Globalisation: 

the presumption of innocence and concepts of citizenship and trust within 
the framework of the relationship between the individual and the state.6 These 
challenges will be analysed in greater detail after an overview of the main  
elements of pre-emptive surveillance from a comparative and transatlantic 
perspective.

2.1 Pre-emptive Surveillance and Passenger Data – the pnr Case
One of the key strands of us counter-terrorism policy post-9/11 has been the 
requirement for airlines to collect detailed personal data from their passengers 
in advance of travel in order for such data to be available to the Department of 
Homeland Security. The emphasis on pre-emptive surveillance in this context 
can be viewed in the light of the way in which the 9/11 attacks occurred. The us 
Strategy for Homeland Security, which was adopted in response to the 9/11 
attacks, stressed the increasing mobility and destructive potential of modern 
terrorism and the interdependence between us responses and the global 
transport infrastructure.7 To achieve the prevention of potentially dangerous 
mobility to the us on a global scale, the us passed legislation in November 2001 
requiring air carriers operating flights to, from or through the us to provide us 
Customs with electronic access to data contained in their automatic reserva-
tion and departure control systems.8 These data, known as Passenger Name 
Records (pnr), constitute records of each passenger’s travel requirements and 
contain all the information necessary to enable reservations to be processed 
and controlled by the booking and participating airlines. Transfer to such 
information to the us authorities before departure has been a key element of 
the us border security strategy focusing on identification and prevention. pnr 
data can include a wide range of details, from the passengers’ name and 
address to their email address, credit card details and on-flight dietary require-
ments. The transfer of pnr data was deemed to be key to the operation of the 
us Automated Targeting System (ats), which uses a wide range of databases, 
including law enforcement and fbi databases ‘to assess and identify (…) trav-
ellers that may pose a greater risk of terrorist or criminal activity and therefore 
should be subject to further scrutiny or examination.’9 us counter-terrorism 
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requirements post-9/11 thus established a generalised system of pre-emptive 
surveillance of all airline passengers flying to the us.

The imposition of these duties to air carriers has placed them in an uncom-
fortable position with regard to eu law. Compliance with us requirements to 
collect and transfer passenger data on such a large scale could result in carriers 
acting in breach of eu data protection law.10 In an attempt to reconcile these 
competing requirements, the European Commission embarked in negotia-
tions with the us authorities with the view of concluding a transatlantic agree-
ment enabling the collection and transfer of pnr records to the us in accordance 
with eu law. The proposed agreement was criticised heavily by data protection 
bodies in the eu as well as by the European Parliament for falling short of 
respecting eu fundamental rights.11 On the basis of a Decision by the 
Commission confirming the adequacy of us data protection standards,12 a 
transatlantic agreement on the transfer of pnr data to the us Bureau of 
Customs and Border Protection was signed in 2004. In the Decision authorising 
the Conclusion of the Agreement (which was accompanied by the iteration of 
a series of us Undertakings with regard to its operation),13 the Council evoked 
the urgency caused by the uncertainty for carriers and passengers.14 The 
Agreement was subsequently litigated before the Court of Justice of the eu, 
where the European Parliament brought an action for annulment of the 
Decision authorising the conclusion of the Agreement on grounds of legality, 
proportionality and infringement of the fundamental rights of privacy and 
data protection. In what can be characterised as a ‘pyrrhic victory’ for the 
European Parliament, the Court annulled the measure on legality (competence) 
grounds, but without examining the substance of the Parliament’s allegation  
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of lack of compliance with fundamental rights.15 The annulment of the 
Agreement resulted in the conclusion of an interim Agreement, and eventually 
in 2007 of an eu-us pnr Agreement.16 This Agreement has done little to address 
concerns with regard to the compatibility with eu law of the system of authori-
sation of the collection and transfer of pnr data to the us established therein.17

The entry into force of the Lisbon Treaty meant that the European 
Parliament, which had a limited role with regard to the conclusion of interna-
tional agreements under the old third pillar, was called to consent to the 2007 
eu-us pnr Agreement. The Parliament expressed concerns about the compat-
ibility of the Agreement with eu privacy and data protection law. The 
Parliament decided to postpone the vote on the request for consent on the 
agreements with the us and Australia until it had explored the options  
for arrangements for the use of pnr that were in line with eu law and meet  
the concerns expressed by Parliament in earlier resolutions on pnr18 and 
called upon the Commission to put forward a single set of principles to serve 
as a basis for negotiations with third countries.19 The policy impact of Parlia-
ment’s calls was the publication of a Commission Communication on a global 
pnr strategy.20 In November 2010, the European Parliament welcomed the 
Commission’s pnr strategy and endorsed the opening of new pnr negotia-
tions with the us. The Parliament stressed the need for the inclusion of a num-
ber of data protection safeguards including necessity and proportionality  
and emphasising that pnr data must not be used for data mining or profiling.21 
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The negotiation of a new transatlantic pnr Agreement was met with scepti-
cism in the us, with a number of voices in the us arguing that the provisions 
of the 2007 Agreement – which was heavily focused on security and consisted 
largely of a us Letter to the eu – should be maintained and that a new 
Agreement was not necessary.22

The new eu-us pnr Agreement was eventually approved by the European 
Parliament in early 2012 and took effect on June 1, 2012.23 The Agreement will 
remain in force for a period of seven years after its entry into force and, unless 
one of the Parties notifies of its intention not to renew further, will be renew-
able for subsequent seven year periods.24 Its structure is a significant improve-
ment from a rule of law perspective, as the main provisions and safeguards are 
set out largely in the text of the eu-us Agreement itself, rather than in a Letter 
by the us to the eu, as was the case with the 2007 Agreement. The purpose of 
the Agreement is defined in rather broad terms: ‘to ensure security and to pro-
tect the life and safety of the public.’25 This broad wording may challenge calls 
for the inclusion of strict purpose limitation safeguards under the Agreement. 
It applies to a wide range of carriers: to carriers operating passenger flights 
between the eu and the us,26 as well as to carriers incorporated or storing data 
in the eu and operating passenger flights to or from the us.27 The Agreement 
establishes an obligation for carriers to provide pnr data contained in their 
reservation systems to the us Department of Homeland Security (dhs) as 
required by dhs standards and consistent with the Agreement.28 Data trans-
mission will occur initially 96 hours before departure and additionally either 
in real time or for a fixed number of routine and scheduled transfers as  
specified by dhs.29 As with the previous transatlantic pnr Agreements, the 
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actual categories of pnr data to be transferred to the us Homeland Security 
Department are listed in an Annex to the Agreement. The Annex contains  
19 categories of pnr data. The Agreement thus maintains the paradigm of the 
privatisation of crime control set out in earlier Agreements and imposes exten-
sive obligations on carriers to transmit a wide range of everyday personal data 
to the us Homeland Security Department.

The fundamental rights concerns arising from the latest transatlantic pnr 
agreement are compounded by calls for the eu to internalise the us approach 
on pre-emptive surveillance by mirroring the us system in creating a system 
whereby airlines flying into the eu are required to collect and transfer pnr 
data to European authorities before travel. The eu-us pnr Agreement itself 
envisages the potential establishment of such an eu pnr system by stating 
that if and when an eu pnr system is adopted, the Parties will consult to deter-
mine whether this Agreement would need to be adjusted accordingly to ensure 
full reciprocity. Such consultations will in particular examine whether any 
future eu pnr system would apply less stringent data protection safeguards 
than those provided for in this Agreement and whether, therefore, this 
Agreement should be amended.30 The European Commission tabled a pro-
posal for a Framework Decision on an eu pnr system as early as 2007. 
Agreement on the proposal was not reached before the entry into force of the 
Lisbon Treaty, a fact which led the Commission to table new legislation post-
Lisbon, this time in the form of a Directive.31 Parallel to such calls for the estab-
lishment of an eu pnr system and negotiations by the eu to conclude pnr 
agreements with other third countries including Australia and Canada, the 
Commission has also been calling for the development of a global regime for 
the collection and transfer of pnr data. In its Communication on a Global 
Approach to Transfers of pnr Data to Third Countries,32 the Commission 
called upon the eu to consider initiating discussions with international part-
ners that use pnr data and those that are considering using such data in order 
to explore whether there is common ground between them for dealing with 
pnr transfers on a multilateral level. In this manner, a system of generalized 
pre-emptive surveillance which has been imposed unilaterally by the us as an 
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emergency post-9/11 response potentially becomes normalised via eu action 
on a global scale, notwithstanding the persistent concerns with regard to the 
compatibility of such a system with European human rights law.

2.2 Pre-emptive Surveillance and Financial Data- the Case of the tftp
Another instance of us authorities initiating generalised pre-emptive surveil-
lance post-9/11 has been the establishment of the Terrorist Financing Tracking 
Programme (tftp). Under this Programme, us authorities had access to bulk: 
everyday personal data generated by financial transactions in Europe and held 
by swift. swift is a worldwide financial messaging service that facilitates 
international money transfers. Routine access to swift data by us authorities 
was revealed in 2006: the tftp programme was initiated in secret weeks after 
9/11 and run out of the cia and overseen by the Treasury Department and was 
a significant departure from typical practice in how the us government 
acquires Americans’ financial records. Treasury officials did not seek individ-
ual court-approved warrants or subpoenas to examine specific transactions, 
instead relying on broad administrative subpoenas for millions of records from 
swift.33 The revelation caused alarm in Europe, with both data protection 
supervisors and the European Parliament expressing doubts about the com-
patibility of us access to swift data with European data protection law.34 In 
response to these concerns, the us authorities made Representations to the 
eu, explaining the legal basis for the collection of swift data under us law35 
and confirming the emergency framing of us executive action.36

http://www.nytimes.com/2006/06/23/washington/23intel.html?_r=0&pagewanted=all&_r=0
http://www.nytimes.com/2006/06/23/washington/23intel.html?_r=0&pagewanted=all&_r=0
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The legal force of the us Representations and the extent to which they could 
address eu constitutional concerns are both questionable. At the same time, 
swift decided to alter the architecture of its databases to avoid mirroring 
European databases in us territory. This change in swift architecture meant 
that us authorities no longer had automatic access to swift data generated in 
Europe.37 This development rendered necessary the conclusion of a transat-
lantic agreement allowing access by us authorities to such data. Negotiations 
began before the entry into force of the Lisbon Treaty, with the European 
Parliament already reiterating its data protection concerns and calling for the 
adoption of a series of safeguards.38 The first eu-us tftp Agreement was 
signed by the Council on 30 November 2009, a day before the entry into force 
of the Lisbon Treaty.39 The Agreement would be applied on a provisional basis 
from 1 February 2010 pending its entry into force and would last for a maximum 
duration of nine months with the view to the conclusion of a further agree-
ment between the eu and the us post-Lisbon under the new procedure on 
conclusion of international agreements. This would require the active involve-
ment of the European Parliament.40 Post-Lisbon, the negotiation and conclu-
sion of international agreements such as the tftp require the consent of the 
European Parliament. The 2009 eu-us tftp Agreement thus presented  
the European Parliament with a fait accompli.41 Member States chose to sign 
the Agreement before the entry into force of the Lisbon Treaty, in what can be 
seen as an attempt to force Parliament into approving an agreement that was 
crystallised under the old negotiation rules, which granted Parliament a mini-
mal scrutiny role. This perceived attack on Parliament’s institutional preroga-
tives post-Lisbon led to the European Parliament, notwithstanding sustained 
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high level pressure from European governments and the us administration,42 
to reject the eu-us tftp Agreement in February 2010, depriving thus the us 
authorities from a legal basis of accessing European swift data.43 Post-Lisbon, 
the European Parliament has the power to veto the conclusion of international 
agreements negotiated on behalf of the eu.44 The European Parliament con-
firmed that the tftp ‘must be considered as a departure from European law 
and practice in how law enforcement agencies would acquire individuals’ 
financial records for law enforcement activities, namely individual court-
approved warrants or subpoenas to examine specific transactions instead of 
relying on broad administrative subpoenas for millions of records.’45

The rejection of the first eu-us tftp Agreement did not halt negotiations 
in the field. Resuming negotiations was deemed a matter of urgency by both 
the us and European governments on the grounds that non-access by us 
authorities to European swift data would represent a major security gap. 
Negotiations, this time fully post-Lisbon, led to the conclusion in the summer 
of 2012 of the second eu-us tftp Agreement which is currently in force.46 
According to Article 1, the Agreement serves the dual purpose of providing the 
us Treasury with financial payment messages for the exclusive purpose of the 
prevention, investigation, detection or prosecution of terrorism or terrorist 
financing and of providing relevant information obtained through the tftp  
to law enforcement, public security or counter terrorism authorities of Member 
States, or Europol or Eurojust for the purpose of the prevention, investiga-
tion,  detection or prosecution of terrorism or terrorist financing. However,  
the Agreement allows the provision of swift data to a wide range of authori-
ties47 and the agreement does not preclude onward transmission to third 
countries.48 As with the previous Agreement, the new eu-us tftp Agreement 
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Report on the second joint review of the implementation of the Agreement between  
the European Union and the United States of America on the processing and transfer of 

legitimises under eu law the bulk transfer of every day financial data stem-
ming from ordinary financial activities to the us authorities. The legal chal-
lenges with regard to the bulk transfer of data were also highlighted by the 
European Data Protection Supervisor in the Opinion of the draft Agreement, 
where it was noted that solutions should be found to ensure that bulk transfers 
are replaced with mechanisms allowing financial transaction data to be fil-
tered in the eu, and ensuring that only relevant and necessary data are sent to 
us Authorities.49

In a manner similar to the evolution of transatlantic co-operation on the 
transfer of pnr data, the conclusion of a transatlantic agreement has been 
accompanied by calls for the internalisation of the us approach to tftp by the 
eu via the establishment of an eu tftp Programme. As in the case of pnr,  
the establishment of this system is viewed as a means of ensuring reciprocity. In 
the case of the tftp, it is thought that an eu system will grant eu institutions a 
greater degree of control over personal data to be transferred. The possibility of 
establishing an eu tftp Programme is set out in the eu-us tftp Agreement 
itself: during its course the Commission will carry out a study into the possible 
introduction of an equivalent eu system allowing for a more targeted transfer of 
data;50 if the eu decides to establish an eu system, the us will cooperate and 
provide assistance and advice to contribute to the effective establishment of 
such a system;51 if the eu decides to establish such a system, the Parties should 
consult to determine whether this Agreement would need to be adjusted accord-
ingly.52 According to the Decision on the conclusion of the Agreement, the 
Union shall consider whether to renew the Agreement if, five years after the 
entry into force of the Agreement, the equivalent eu system has not been set up 
in accordance with Article 21(2) thereof.53 The Commission’s report on the  
second joint review of the Agreement indicates that close cooperation and  
consultation with the us on this issue will continue to be54 and states explicitly 
that the functioning of reciprocity under the Agreement is an essential factor in 
assessing the necessity of a possible establishment of an equivalent eu system.55 
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The Commission has published a Communication setting out options for a 
European tftp system, which indicates that an eu tftp system remains an 
option under consideration by eu institutions.56 However, the establishment of 
an eu tftp system would signal the normalisation and legalisation of a unilat-
eral, emergency executive us initiative by the eu and the introduction in eu law 
of yet another system of generalised surveillance that significantly challenges 
fundamental rights in Europe.

2.3 Pre-emptive Surveillance and Electronic Communications Data – the 
case of Data Retention

Another key instance of the state co-opting the private sector to establish a 
system of generalised pre-emptive surveillance for counter-terrorism purposes 
involves the imposition to telecom companies of the obligation to retain meta-
data concerning phone calls or e-mails of their customers and/or to transfer 
such data to state authorities. Data retention and transfer systems have been 
established and developed in parallel in the eu and the us. As explained by 
Arianna Vedaschi and Valerio Lubello elsewhere in this Special Issue, the eu 
institutions adopted the Data Retention Directive in 2006, under the impetus 
of the Madrid and London terrorist attacks, and following a long discussion.

The Data Retention Directive aims to harmonise Member States’ data reten-
tion provisions, ‘in order to ensure that the data are available for the purpose 
of the investigation, detection and prosecution of serious crime, as defined by 
each Member State in its national law’.57 Telecommunications providers are 
placed under an obligation to retain data, by derogation from Directive 
2002/58/ec.58 Data must be retained for periods ‘no less than six months and 
not more than two years from the date of the communication’.59 Moreover, the 
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retention period may be extended by Member States ‘facing particular circum-
stances that warrant an extension’.60 Access to retained data is limited ‘only to 
the competent national authorities in specific cases and in accordance with 
national law’.61 However, the Directive does not define further what constitutes 
a competent authority in this context, leaving the designation of such authori-
ties to Member States. Access to personal data is governed by national law, in 
accordance with necessity and proportionality and subject to eu and interna-
tional law, in particular the echr.62 Specific provisions on data protection63 
(including a provision on the designation of supervisory authorities by Member 
States64) and remedies65 are also included in the Directive. However, these 
provisions are specific and limited and their substance, in particular with 
regard to judicial remedies is left for Member States to define.66

Unlike eu law, us law allows the collection of bulk telephone records 
directly by the nsa under the telephone records programme that the nsa 
operates under section  215 of the Patriot Act. The programme is operated 
under an order issued by the fisa court pursuant to Section 215 of the Patriot 
Act, an order that is renewed approximately every ninety days. This is another 
post-9/11 emergency measure. According to the recent report of the us Privacy 
and Civil Liberties Oversight Board in October 2001, us President George W. 
Bush issued a highly classified presidential authorisation directing the nsa to 
collect certain foreign intelligence by electronic surveillance in order to pre-
vent acts of terrorism within the us. Under this authorization, electronic sur-
veillance was permitted within the us for counterterrorism purposes without 
judicial warrants or court orders for a limited number of days. President Bush 
authorized the nsa to collect the contents of certain international communi-
cations under the Terrorist Surveillance Program (tsp), and collect in bulk 
non-content information, or ‘metadata’ about telephone and Internet com-
munications.67 According to a 2009 report by the inspectors general of sev-
eral defense and intelligence agencies, over time, ‘the program became less a 
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temporary response to the September 11 terrorist attacks and more a perma-
nent surveillance tool’.68 The Privacy Board’s report indicates that from late 
2001 through early 2006, the nsa collected bulk telephony metadata based 
upon presidential authorizations issued every thirty to forty-five days.69 In 
May 2006, the fisc first granted an application by the government to conduct 
the telephone records program under Section 215. Following the publication 
by the Guardian in June 2013 of an article concerning the revelations about the 
programme by Edward Snowden, fisc Judge Claire Eagan issued an opinion in 
August 2013, in which she explained the court’s rationale for approving the 
Section 215 telephone records programme. This judicial opinion was the first 
explaining the fisa court’s legal reasoning in authorising the bulk records col-
lection.70 The Privacy Board has explained clearly and in detail the main func-
tions and content of this far-reaching programme by emphasising the 
collection of ‘metadata’, which involves the collection of telephone records 
from the nsa, their storage in a centralised database and the running of que-
ries by nsa analysts involving up to three ‘hops’ of connection with the data.71

2.4 Pre-emptive Surveillance and the Individual
The combination of these features of pre-emptive surveillance extends consid-
erably the reach of the state and poses grave challenges to privacy. Surveillance 
is occurring on a generalised, massive scale, via the proliferation of channels of 
data collection, processing and exchange as well as the generalisation of the 
collection of every day personal data by bulk and the use and processing of 
such data by the state. The collection and use of personal data on this scale has 
led to the phenomenon of what has been called ‘the disappearance of disap-
pearance’- a process whereby it is increasingly difficult for individuals to main-
tain their anonymity, or to escape the monitoring of social institutions.72 State 
authorities have thus access to a wealth of personal data enabling practices 
such as profiling and data mining. The impact of state intervention on the indi-
vidual is intensified when one considers the potential of combining personal 
data from different databases collected for different purposes in order to cre-
ate a profile of risk or dangerousness. This impact is even more far-reaching 
when everyday personal data collected under the processes of pre-emptive 
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surveillance analysed in this article are combined with personal data resulting 
from the deepening of surveillance practices by the state including dna sam-
ples and biometrics.73 In addition to the substantive privacy challenges these 
developments pose, risk assessment in these terms also challenges the place of 
the citizen in a democratic society. According to Lyon:

‘Data from the body (such as biometrics, dna) or triggered by the body (…) 
are sucked into databases to be processed, analysed, concatenated with other 
data, then spat out again as a ‘data double.’ The information that proxies for the 
person is made up of ‘personal data’ only in the sense that it originated with a 
person’s body and may affect their life chances and choices. The piecemeal 
data double tends to be trusted more than the person’.74

The use of personal data in those terms leads to a process whereby individu-
als embarking on perfectly legitimate everyday activities are constantly being 
assessed and viewed as potentially dangerous without having many possibili-
ties of knowing or contesting such assessment. As Solove has noted, predictive 
determinations about one’s future behaviour are much more difficult to con-
test than investigative determinations about one’s past behaviour.75 Generalised 
pre-emptive surveillance thus has considerable implications not only for pri-
vacy as such but also for the rule of law and citizenship, and for the relationship 
between the citizen and the state more broadly. The adverse effect of surveil-
lance on the freedom of action of citizens in a democratic society has been 
noted as early as the 1980s by one of the fathers of privacy law in Europe, Spiros 
Simitis. Simitis recognised that personal information is increasingly used to 
enforce standards of behaviour, with information processing developing, there-
fore, into an essential element of long-term strategies of manipulation intended 
to mold and adjust individual conduct.76 Simitis conceptualised privacy as 
both a refuge for the individual and a condition for participation,77 noting that 
inhibition tends to be the rule once automated processing of personal data 
becomes a normal tool of both government and private enterprises.78 The neg-
ative impact of surveillance on citizenship and democracy, including funda-
mental rights such as freedom of expression and association, has also been 
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flagged up by scholars and scrutineers on the other side of the Atlantic. Cohen 
has argued that freedom from surveillance, whether public or private, is foun-
dational to the practice of informed and reflective citizenship.79 According to 
Cohen, a society that permits the unchecked ascendancy of surveillance infra-
structures cannot hope to remain a liberal democracy.80 The adverse impact of 
mass surveillance on democracy has been eloquently expressed in the us as 
‘the chilling effect.’ In its Report on the nsa telephone surveillance programme, 
the us Privacy and Civil Liberties Oversight Board noted that the bulk collec-
tion of telephone records by the nsa can be expected to have a chilling effect 
on the free exercise of speech and association, because individuals and groups 
engaged in sensitive or controversial work have less reason to trust in the con-
fidentiality of their relationships as revealed by their calling patterns.81

3 Legal Responses to Pre-emptive Surveillance: From Data Protection 
to Privacy, from Legislative to Judicial Protection

The various transatlantic agreements analysed above and the data retention 
Directive attempted to address the privacy challenges posed by the systems of 
pre-emptive surveillance they established by focusing on data protection as a 
safeguard on three different levels. Firstly, eu legislative instruments contain a 
number of specific provisions on the protection of personal data. Secondly, the 
transatlantic agreements are based on a presumption of adequacy of the us 
data protection framework, which justifies the transfer of personal data to the 
us from the eu. Declarations of adequacy have been central to the conclusion of 
transatlantic pnr and tftp Agreements.82 Thirdly, the agreements aim at safe-
guarding data protection by introducing additional elements of monitoring and 
review at the implementation stage, with a key example being the eu-us tftp 
Agreement which provides for a system of ex ante scrutiny in the eu before data 
is being transmitted by Europol and an ex post mechanism of scrutiny in the us 
by an eu representative.83 The provisions on oversight and review in these 
agreements can be considered as representative examples of experimentalist 
governance. As de Goede has noted in relation to the tftp agreement, the 
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swift affair can be comprehended through the lens of experimentalist govern-
ing which draws attention to the processes of ‘recursive definition of means and 
ends’ through which participants learn ‘what problem they are solving, and 
what solution they are seeking, through the very process of problem solving’.84

However, these three levels of data protection safeguards have not proven to 
provide an effective protection of privacy and their potential to address the 
challenges posed by generalised pre-emptive surveillance on the affected indi-
viduals remain questionable. As mentioned earlier in the article, the data pro-
tection provisions included in the various instruments are limited and subject 
to national discretion of eu Member States or a number of caveats regarding 
us law. The presumption of adequacy of the us data protection system is 
highly questionable, especially in the light of the recent Snowden revelations 
and the current debate on privacy taking place in the us. Recent implementa-
tion reports on the functioning of the transatlantic agreements on pnr and 
tftp have demonstrated that the various monitoring and review mechanisms 
established therein have not resulted in an effective data protection control or 
in a meaningful scrutiny or limitation of generalised surveillance as set out in 
the agreements.85 None of these three levels of data protection safeguards 
questions the very essence and principle of the mass collection of everyday 
personal data from the private sector. Data protection standards in the articu-
lation of eu law act largely in the aftermath of the collection of such data and 
are set out to place limits on the subsequent transfer or processing of such 
data. However, even at that level, the protection offered by the legislative 
instruments remains limited.

The limits of the eu instruments analysed in this article can be explained 
within the broader framework of the limits of data protection law when viewed 
independently from a more general framework of the protection of privacy. 
The use of data protection as a regulatory tool for surveillance offers a number 
of distinct advantages: data protection rules follow and regulate in detail 
instances of data collection, processing and exchange; data protection rules 
have established and developed key substantive legal principles addressing 
challenges posed in particular by the extension of access and use of personal 
data such as the principle of purpose limitation; data protection also focuses 
on issues of procedural justice by establishing rules on remedies for the data 
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subject; developments in data protection law have led to proposals for sub-
stantive legislative innovations in the field, including recent proposals on the 
introduction of a ‘right to be forgotten’;86 and last but not least, the develop-
ment of substantive data protection rules has been inextricably linked with a 
strong institutional framework in the form of expert, dedicated supervisory 
bodies whose role is both to advise on legislative developments impacting 
upon data protection and to enforce data protection law. However, there are 
two main limitations on the effectiveness of data protection alone to address 
the challenges posed by pre-emptive surveillance. The first limitation stems 
from the limited capacity of data protection to question the political choice to 
maximise and generalise the collection and processing of personal data as 
such. As it has been noted, data protection differs from privacy as it does not 
aim to create zones of non-interference by the state, but rather operate on a 
presumption that public authorities can process personal data. It follows that 
‘the sheer wordings of the data protection principles (…) already suggest heavy 
reliance on notions of procedural justice rather than normative (or substan-
tive) justice’, with data protection law creating ‘a legal framework based upon 
the assumption that the processing of personal data is in principle allowed and 
legal’.87 The second limitation of data protection in relation to privacy is the 
specificity of data protection which is in turn linked with the difference in the 
focus of protection: while data protection is centered on the various categories 
of personal data, with the specific information collected and processed being 
the reference point, privacy focuses on the person in terms of identity and the 
Self, providing thus a more holistic framework for assessing the impact of sur-
veillance on the relationship between the individual and the state. While the 
specificity in data protection is useful in closely scrutinising various instances 
of data processing, such specificity may lead to fragmentation and ultimately 
miss the big picture as far as phenomena of profiling, discrimination and 
broader human rights implications of surveillance are concerned. The inher-
ent generality in the concept of privacy88 gives it the potential to be flexible 
enough and evolve in order to address parallel developments in pre-emptive 
surveillance.89
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Courts in Europe have now increasingly had to deal with pre-emptive sur-
veillance measures embracing both the collection of data by the state and the 
collection of data by the private sector. In Marper90 the European Court of 
Human Rights examined the compatibility with the echr of the systemic and 
indefinite retention of dna profiles and cellular samples of persons who have 
been acquitted or in respect of whom criminal proceedings have been discon-
tinued in the uk. The Court found that such blanket and indiscriminate reten-
tion of data is disproportionate and thus non-compliant with Article 8 of the 
Convention. The ruling is important in rejecting the retention of dna data per 
se: according to the Court, the mere retention and storing of personal data by 
public authorities, however obtained, are to be regarded as having a direct 
impact on the private-life interest of an individual concerned, irrespective of 
whether subsequent use is made of the data.91 It is also important in highlight-
ing the broader impact of retention on the affected individuals and in particu-
lar the risk of stigmatisation, stemming from the fact that persons in the 
position of the applicants, who have not been convicted of any offence and are 
entitled to the presumption of innocence, are treated in the same way as con-
victed persons.92 As Vedaschi and Lubello detail in their contribution to this 
Special Issue, a number of constitutional courts in Europe have declared the 
unconstitutionality of domestic data retention legislation implementing the 
eu data retention Directive.93 A common thread which can be discerned in 
the reasoning of constitutional courts is the emphasis on the adverse impact of 
breaches of privacy on the relationship between the individual and the state 
more broadly. By focusing on the individual and adopting a holistic approach 
to protection, the judiciary has begun to develop privacy into a meaningful 
constitutional safeguard against pre-emptive surveillance.

Following up to these potent rulings from national constitutional courts in 
Europe, a decisive move towards using privacy to limit pre-emptive surveil-
lance has come from the eu Court of Justice (ecj). In its landmark ruling in the 
case of Digital Rights Ireland,94 the Court of Justice annulled the data retention 
Directive on the grounds that the eu legislature had exceeded the limits 
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imposed by compliance with the principle of proportionality in the light of 
Articles 7, 8 and 52(1) of the Charter.

The implications of the ruling of the Court of Justice in Digital Rights Ireland 
for the reconfiguration of the relationship between pre-emptive surveillance 
and privacy cannot be underestimated. Although the Court did accept that the 
interference of the Directive with the rights involved was legitimate, it clearly 
found the system of mass, blanket surveillance set out by the Directive dispro-
portionate and in breach of the rights to private life and data protection as 
enshrined in the Charter. The Court’s findings on the creation by the Directive 
of a system of generalised and unlimited surveillance based on the blanket 
retention of telecommunications data of everybody are particularly instruc-
tive in this context, and have been echoed on the other side of the Atlantic by 
the Privacy and Civil Liberties Oversight Board findings on the us nsa pro-
gramme.95 It is highly likely that similar questions will continue to reach the 
Court in the context of eu measures on pre-emptive surveillance. The Court’s 
findings in Digital Rights Ireland made the Court decide to annul the Directive 
retroactively without granting an interim period of validity pending the adop-
tion of a new eu instrument. The Court’s ruling has significant implications 
not only in questioning the constitutionality of data retention frameworks, but 
also in questioning the compatibility with the Charter of the surveillance sys-
tems established and legitimised by the transatlantic pnr and tftp agree-
ments as well as the proposals for internal eu pnr and tftp instruments.  
The Court’s findings with regard to the establishment of a system of gener-
alised and unlimited surveillance with very weak provisions with regard to 
access and length of retention of data are also applicable in the context of the 
pnr and tftp legislation. Transfer of personal data to the us under the respec-
tive agreements would not be compatible with the Charter following Digital 
Rights Ireland in view of the very weak data protection and privacy safeguards 
provided by the Agreements and by us law and the system of massive, gener-
alised surveillance consisting of the bulk transfer of everyday personal data to 
us authorities that the agreements entail. Following the revelations about the 
nsa, which have caused a strong political backlash in Europe and questions 
about the viability of transatlantic counter-terrorism cooperation more 
broadly,96 there are efforts in the us to address privacy concerns at least as 
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regards telephone data.97 The eu and the us are in the process of negotiating 
an eu-us agreement on privacy.98 The European Commission views this agree-
ment as providing a general framework to ensure a high level of protection of 
personal data when transferred to the us for the purpose of preventing  
or combating crime and terrorism placing this within the broader framework 
of establishing mutual trust.99 At the global level, the un General Assembly 
has called for further work to be done on the protection and promotion of the 
right to privacy in the context of domestic and extraterritorial surveillance 
and/or the interception of digital communications and the collection of per-
sonal data including on mass scale.100 Transatlantic and global standards on 
privacy are welcome to the extent that they will underpin systems of pre-emp-
tive surveillance.101 Their development, however, should come hand in hand 
with revisiting the principle and content of mass surveillance systems operat-
ing globally today, including systems of surveillance of passenger, financial and 
telecommunications data as outlined in this article.

4 Conclusion

The post/9/11 legal landscape has witnessed a fundamental reconfiguration of 
the relationship between the individual and the state in the us, the eu and 
globally. The emphasis of governments on generalised pre-emptive surveil-
lance has been key to this reconfiguration. Masses of personal data emanating 
from everyday private activities have been transferred by bulk from the private 
sector to state agencies, in particular in the us. Data has been collected and 
transferred without any specific link with the commission or suspicion of com-
mission of a criminal offence. Pre-emptive surveillance is also based on maxi-
mum access to such data by a variety of state authorities and lengthy retention 
periods by state agencies. This us-led model of pre-emptive surveillance – often 
operating in secret- has caused controversy and concern in Europe with eu 
institutions being faced with calls to respond on the one hand to us security 
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demands while upholding on the other hand fundamental rights as enshrined 
by European constitutional law. The eu legislator has attempted to reconcile 
these aims by the adoption of a number of transatlantic co-operation agree-
ments on pre-emptive surveillance, aiming to ensure counter-terrorism coop-
eration within a framework of eu-inspired data protection. At the same time, 
us models of pre-emptive surveillance based on private data have been copied 
by eu institutions either in the form of legislative proposals or in the form of 
legislation as such. In developing these standards the eu legislators have backed 
these with a series of provisions on data protection and its enforcement. While 
constituting a starting point, these provisions have not proven to be sufficient 
to address the considerable challenge pre-emptive surveillance has posed on 
privacy and the relationship between the individual and the state more broadly. 
There is a need for a more holistic approach addressing the impact of pre-emp-
tive surveillance on the individual as a whole, both in terms of privacy and in 
terms of citizenship. A broader conception of privacy can address this chal-
lenge, and such conception has been put forward in Europe not by the legisla-
tor, but by the judiciary. A number of national constitutional courts, the 
European Court of Human Rights and the Court of Justice have all placed limits 
upon generalised pre-emptive surveillance, recognising – in particular in the 
case of national constitutional courts- the potential ‘chilling effect’ that gener-
alised surveillance may have on the individual and on society as a whole. This 
potential for a ‘chilling effect’ has also been acknowledged by the us Privacy 
and Civil Liberties Oversight Board in its response to the nsa telephone surveil-
lance scandal. Courts’ intervention and political pressure has led so far to the 
annulment of key eu law on pre-emptive surveillance (the Data Retention 
Directive) and to efforts to limit us law on pre-emptive surveillance. 
Transatlantic and global standards on privacy are also being talked about or 
developed. These efforts signify the return of privacy with a vengeance and a 
turnaround in the reconfiguration of the relationship between the individual 
and the state. However, efforts to legislate privacy should not come at the 
expense of, but should rather be accompanied with, an urgent re-examination 
of the necessity and legality of existing programmes of pre-emptive surveil-
lance at both sides of the Atlantic. pnr, tftp and national data retention 
schemes as they currently stand do not seem to be compliant with the funda-
mental rights benchmark set out by the Court of Justice in Digital Rights Ireland. 
To achieve full compliance with this benchmark, the review of current and 
draft eu legislation on pre-emptive surveillance is now a matter of urgency.




